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Drawing on our work on analyzing the security architecture of the Dutch electronic patient record (pre-
sented at CPDP 2010 [1]), this paparegirrcommendations on tto better protect patient pacy using

simple, practical mechanisms that are easily integrateable in clinical practice. The recommended methods
improve ransparangc and control @er sharing of medical information in large-scale electronic medical
record systems. Theare applicable not just toevy large-scale medical record systems, but also to smaller
scale systems.

First of all, the claim that large-scale systems can protect patient informatfiicrestly over a very lage

period of time is fundamentally flawed. Especially for longitudinal medical record systems and gery lar
scale systems, there exists a significant risk that the system will benbirgk in one way or another
Design flaws amplify the risk that such intrusions will lspleited with increasing scale of deployment [1].
Furthermore, ansystem or record may contain errors, the effect of which in the long run -especially when
the systens dze and usage grows- are uncle&arlier work has shen such flaws in, for example, the
Dutch EPD system, the german gesundheitskarte [2], and the U.K. NPfIT [3,4] electronic medical record
systems. Mayreports hae srowvn that medical data leakages occur and that there is an interest to pay for
such information. Celebrity records are a real-world example.

It is unreasonable to require that patients trustgetacale medical record system to protect their informa-
tion suficiently if it contains insufficient methods to control which information is shared with whom, or if
these methods are invisible to patienst orgitians. An(often well-founded) lack of trust may \easg-

nificant implications for patient care, since a lack of trust may impact whether patients feel confident to
share critical medical information -which theonsider confidential and sengéi with their physicians.

Paients may be hesitant to trust a very largegrdie, and unknown collection of systems and peopte o
which a system is distributedyen if this system is designed bywgonment or deplged strictly within
healthcare. Centralomponents of the infrastructure (such as the cerswatching point’ in the Dutch
EPD) may be alsed by (future) geernments or v enforcement officials to obtain health information
without having to request this information through a pasegtysician. Alternatiely, there exists a risk
that insurers or other (commercial) parties cansabfunctionality such as the patient portalcterce
patients in providing confidential medical information [Ejinally, the risk of a succesful attack increases
as the size of the system -and the time that data remains stored in it- increases. In short, tieteese v
sons for patients to want tevad that sensitie information is shared through -ovea referred to by- an
electronic medical record system; yet it is becoming harder and harderventpiteat medical data is
shared in practice. More and more systems are beiwdpged which facilitate efficient sharing of infor
mation between pfsiciansacrossinstitutions. Often, these systems operate opaguely of sight of
patients, andwen physicians are often notare of the scale of such systems, owhbey work precisely.

While some of the alwementioned risks can be limited by appropriate technical measures, some problems
are fundamental, and certain risks arevitadle. Especiallyl pose thainvisible sharing of information by
mechanisms 'under the hood’ mayeiise to an increased unease of patients and a significant risk of dis-
trust by patients in the ability of their healthcare professionals to keep medical information confidential.
This in turn can result in a ligitimate decrease of confidence in healthcare confideftiadityan hae a

large societal impact as it may decrease treeatl willingness of patients to ceay aucial (but embarass-

ing or sensitie) information rgarding their health to their physicians.

Mechanisms are required to increase the confidence that therécigisutontrol @er data dissemination.
This confidence is not only required by patients, but also for the healthcare professionals who may be



required to use the system. Such mechanisms are importanyfeyséem whose distribution goesyload

what patient®xpectas the 'natural’ boundary of data distriton. Natural boundaries for limiting the shar

ing of medical information are the perimiter of the primary healthcare institution, or the treatment team of
the physician(s) with which patientsveaan agreement (and who tii@rust), depending on context. If data

is shared beyond such natural boundaries, it should be made clear to patients in advance that information is
being shared, and what information this is and with whom sharing meydede. Andthis should be

made clear in advance whepepossible. Itis imperatve that patients as well as physicians stay well-
awae of what information is distriied and accessible where - especially if this goes beyond what patients
reasonably and intuitely expect to be the natural and necessary use of their datehe course of patient
treatment, i.e., beyond the boundary of the healijan@ration and care professionals with whomythave

a rreatment relationship.

Transparancand control mechanisms need to be in place wheremy a natural’ boundary of data dis-
semination or usage is crossed.

First, it is imperatie o provide up-front transparency regarding what information is shared witlvhom,

at what scale, and for what purpose. The most important of the &bwvords iswhat, since the whom
and the purpose of data sharing are often clear fromxtartean be made clear through other means, such
as by means of folders or other ways of providing information to patients. Up-front trangpagads
specificinformation which is to be shared about a specific patient; a simgjetavachige up-front
transparangis to require physicians to place a second monitor on their desk whiels ghtprofessional
summary’ before this is shared through a distributed medical record sydthem shown to patients (and
physicians), it becomes clear what information is to be shared. Thigdesoa possibility to correct the
information before it is shared, and more importamityuncertainty can occur on whether data is shared or
not. If applicable, the information or parts thereof can be marked as particularlyveeihdtiie patient
wants this, or patients may indicate that specific information should not be shared at allafiyr pasons.

In such cases, the ypéician may disagree and discuss the need to share the information with the patient, or
the information is not registered or additional measures may ée takprotect the information (see belo
and [5]). Incases where no immediate agreement or consent campaale, technical solutions may be
conceved to ensure that the patient isviolved in consenting at some point in time [6]. In short, up-front
transparangcprovides a means to suppewplicit consent for sharing medical information.

Second, it is imperaté  differ entiate policiesfor authorization in large-scale electronic medical record
systems. A one-size-fits all approach to consent and authorization cannot sufficiently pregegtfari

more sensitie types of information, since 'general’ mechanisms and policies intendeddbargging
information between physicians are not optimized for 'hard’ cased]some data, such as psychiatric
information, more strict policies and access control mechanisms are requivealetid is hard to predict

in a general @y which information requires a strict authorization regime, as this may differ from case to
case.

Since it is not generally possible to define a-priori which specific information magérdae sensitie by

a patient, interaction with patients is required at the time of including some data yesstale medical
record system, to decide which data is semsihd which is not, and possibly to decide owho best
protect this information. Up-front transpargnas indicated ah@- can allav for the possibility to use a
more stringent autorization regimes for more sesgsitiformation, based on the requirements of a patient.
Up-front transpararycprovides an appropriate means to achithis. At the same time, the proposed mech-
anisms allav for increasing thguality of the information which is shared, since up-front transpgrpra:
vides a possibility (for the patient and the physician) to catch and correct information before it is shared.

Note that it is important to mala dstinction between consent (which takes plaedore)and authorization

(which takes placafter information has been registered in a system). It is particularly important to distin-
guish the tw concepts in very lgre-scale systems. The methods proposed in this paper are mostly related
to consent before registering or sharing information in an electronic medical record system; mechanisms for
fine-grained autorisation will be described elsewhere.



As a final note, it is important to ensure that physicians and patients can decide onvalteymeatiunica-

tion mechanisms -in particular compared to large-scale, national or longitudinal dossier systems- depending
on the context and sensitivity of information. This aspect is relatedféoatifiation of pwacy policies, ut

it has wider implications since it allg for designing and using systems for a specific purpose, to ensure
that appropriate security mechanisms can be chosen instead of general-purpose mechanisms which may be
ill-suited for a gven purpose.

Summarizing, it is imperaté o maintain patient and physician contraleothe disclosure and dissimina-

tion of medical information in large-scale systems. This paper propgsédnt transparancyas a simple

means to achiee tis goal, by allowing for control by patients and physiciares eharing of information

before this tag&s place. These solutions are applicable toetectronic medical record system, frorary
large-scale longitudinal health record systems such as the Dutch National EPD or the U.K. NPfIT system,
to ary 'regional’, specialized, or smaller-scale patient record system which is used for sharing medical data
beyond what patients expect.
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